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Abstract 
E-commerce has become an electronic media that uses a login system used by users. 

User data in the form of usernames and passwords is vulnerable to hacking. One 

technique to improve user security is the implementation of AES  algorithms on 

login systems in E-Commerce applications. The purpose of this study is to apply the 

AES algorithm in the login system of e-commerce websites and analyze the 

improvement of information security for users after the implementation is carried 

out. The research method used is an experiment with the application of the use of 

the AES algorithm before and after. Therefore, the application of the AES algorithm 

on the login system of e-commerce websites can be used as a solution to improve 

user data security. Testing using Wireshark and Burpsuite tools. The results 

obtained are that AES successfully secures the username and password on the e-

commerce login system . 
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1. Introduction 

The use of the internet in the business world is increasingly widespread and growing rapidly 

which is used as a tool for marketing, sales, customer service (Agunawan et al., 2023). One of 

the most commonly used communication tools today is Internet Technology, as Information 

Technology provides so many advantages and benefits. With the existence of Information 

Technology, the implementation of information delivery and marketing activities becomes more 

practical because it is not bound by time and place. The use of information technology in 

information delivery and marketing also has the potential to reduce costs and time required in 

the transaction process (Husain et al., 2023). 

One example of popular use of the Internet is the use of web applications. A website is a 

medium used to provide information through the Internet (Ifani et al., 2024). Apart from being a 

means of disseminating information, websites can also be used to create an online store. A 

website consists of a collection of pages that are usually in a domain or subdomain on the World 

Wide Web (WWW) on the Internet (Judijanto et al., 2024). Each web page is a document 

written in HTML (Hyper Text Markup Language) format and can usually be accessed via the 

HTTP protocol. Through a web browser, information stored on the website's server can be 

displayed to the user. With the existence of many websites scattered, a very wide information 

network has been formed (Sinlae et al., 2024). 

Websites provide many advantages and benefits in promoting or conducting buying and 

selling transactions in the business world through online media. In today's era, many companies 
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sell products and product promotions through E-Commerce and E-Business, where sales and 

transaction activities are carried out electronically via the internet. Web applications are not 

only one type but there are many types, such as online stores and websites that contain 

information (Aminu & Ichwani, 2024). However, the security of e-commerce websites, 

especially in the login system, is very vulnerable to the threat of Trappdor malware attacks to 

gain unauthorized access to sensitive data, so it is necessary to maintain and improve the 

integrity of user data or information (Riadi et al., 2021).  

A trapdoor attack is a type of cybersecurity attack that is exploited by using a loophole or 

secret entrance (Login system) in a system or application. Users who have access to the entrance 

can use it to gain access without going through the proper security procedures. Trapdoors 

themselves can be used by programmers for the purpose of debugging and testing programs, but 

can be a threat if misused by irresponsible programmers to gain unauthorized access. Trapdoor 

attacks can be carried out by injecting malware into the system to create a secret entrance that 

allows the perpetrator to gain unauthorized access. The threat of trapdoor attacks is increasing 

along with the increasing use of multiuser operating systems and networks, because this attack 

allows perpetrators to bypass security facilities and gain direct access to data (Laia & Barmawi, 

2024). 

One way to improve the security of e-commerce websites from hackers who want to take 

user data is to apply the AES (Advanced Encryption Standard) algorithm to the login system. 

AES is a symmetric cryptographic algorithm that can encrypt and decrypt data securely and 

effectively. The implementation of AES in the login system will increase security by encrypting 

the login information sent by users, so that the information is not easily intercepted by 

unauthorized parties (Ignasius & Sakti, 2022). 

In the previous research conducted by Sulaimon in the Design and Implementation of 

Secured E-commerce Digital Learning for the Educational System in Nigeria. The study tested 

the security of the login system he had secured using the AES algorithm. This study explains 

that implementing the AES algorithm on E-commerce websites can provide security at the time 

of login. The disadvantage of this study is that there has been no testing of security tools after 

using the AES Algorithm (Sulaimon, H.A, n.d.). 

This research aims to secure the existing login system in e-commerce applications using the 

Advanced Encryption Standard (AES) algorithm. The research was conducted with two 

scenarios, namely before using the AES Algorithm and after using the AES Algorithm. After 

the implementation of AES, tests were then carried out with several tools such as Wireshark and 

Burpsuite. The purpose of conducting this test is to test whether the data from the user when 

logging in has not been detected by a third party. 

2. Method 

2.1 Research Object 

The Login System is the object used in this study. The login system that we will test is the 

login system found on the E-commerce Website called Baggie.Id. The login system on this 

website requires users to enter their username and password first in order to access the main 

page of the Baggie.Id website. On this login system page, it is very vulnerable to crime by 

irresponsible people to break into or hack victim data. Therefore, in this study, we used the 

application of the AES algorithm to install a login system on Baggie.Id e-commerce website, 

and will be tested using a Trappdor attack. 

2.2 Cryptography 

Cryptography is an art and science used to create an encryption system that is able to 

ensure the security of information (Sonko et al., 2024). Cryptography is closely related to the 

protection of digital data. This science consists of design mechanisms based on mathematical 
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algorithms that provide a number of basic information security services (Dam et al., 2023). Over 

the years, the development of cryptography technology has experienced very significant 

progress. There have been major changes in terms of data and message security, encryption and 

decryption techniques used, and various other aspects (Riadi et al., 2022). Encryption technique 

is a process used in changing messages, data, or information (usually called plaintext or original 

message) into a form that cannot be read by unauthorized parties (ciphertext). In this process, 

plaintext is changed into ciphertext, which is a form of information that cannot be understood or 

read by people who do not have the correct key or algorithm. Encryption ensures that 

information sent or stored remains secure and cannot be accessed by unauthorized parties 

(Dung, n.d.). 

2.3 Advanced Encryption Standard Algorithm 

AES (Advanced Encryption Standard) is a symmetric cryptographic algorithm used to 

secure data in electronic communications or data storage. AES was developed by two 

cryptographers, Joan Daemen and Vincent Rijmen in 1998. The AES algorithm uses a 

symmetric key to encrypt and decrypt data. Encryption is done by changing the original data 

(plaintext) into encrypted data (ciphertext) using an encryption key, while decryption is done by 

changing the encrypted data into the original data using the same decryption key. AES 

encryption uses a repetitive process called rounds. The number of rounds used by AES depends 

on the length of the key used. Each round requires a round key and input from the next round, 

the round key is generated based on the given key (a’laa hussein ali et al., 2024). AES has three 

key variations, namely AES-128, AES-192, and AES-256. The AES-128 key variation uses a 

128-bit key, AES-192 uses a 192-bit key, and AES-256 uses a 256-bit key (Al-Khafaji & 

Rahma, 2024). 

2.4 Wireshark 

Wireshark is an application that is used as a tool to analyze data packets in an ongoing 

network. (Insani, 2023). This application can be used to monitor various types of networks, both 

wired and wireless. By using Wireshark, a network administrator can easily monitor the 

network because the data captured by Wireshark can be saved and reopened for further analysis 

(Sirmayanti et al., 2023). 

Wireshark has a weakness in detecting devices using wireless connections. When used to 

detect devices with wired connections, Wireshark can recognize wireless drivers only with the 

name "Microsoft" or only limited to the WLAN network protocol. However, Wireshark can still 

read packets that use the 802.11 protocol, which is a common protocol for wireless networks. 

However, Wireshark may have difficulty detecting specific wireless devices or with different 

drivers (Ifani et al., 2024). 

2.5 Burpsuite  

Burp Suite is a platform used in web application security testing. It is one of the most 

popular and widely used tools by security professionals, security researchers, and ethical 

hackers. Burp Suite is developed by PortSwigger, a UK-based security company. Burp Suite 

consists of several components that work together to perform comprehensive security testing of 

web applications (Hilmi & Yunan, 2022). 

2.6 System Flowchart  
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The testing conducted in this study uses two scenarios. The first scenario is before using 

the AES Algorithm and the second scenario is after using the AES Algorithm. The flowchart in 

this study can be seen in Figure 1. 

 

Figure 1. System Flowchart Before Using AES Algorithm 

 

Figure 2. System Flowchart After Using AES Algorithm 

Figure 1 and Figure 2 are the system flowcharts before using the AES algorithm and after 

using the AES algorithm. The AES algorithm as a security used in e-commerce applications. 
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3. Results And Discussion 

This system utilizes Advanced Encryption Standard (AES) cryptographic algorithms to 

secure user data in the form of usernames and passwords. Figure 3 is the login page where the 

user is asked to re-enter the email and password that was registered on the create account page. 

On this page, the AES algorithm will be used so that the data entered by the user can be 

encrypted or changed into cipher text. The hacking scenario can be seen in Figure 4 and Figure 

5. 

 
Figure 3. Initial View of the Login System 

 

 

 
Figure 4. Hacking Scenario Before Using AES Algorithm 

 

Figure 4 shows a scenario that occurs when a hacker wants to take user data by spying on the 

user when they log in. When a user logs in to a login system that does not have security, it is 

easier for hackers to see or steal data from the user. 

 
Figure 5. Hacking Scenario After Using AES Algorithm 
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Figure 5 is the scenario above, it can be seen that hackers are trying to steal data in the form 

of usernames and passwords on e-commerce websites, but it turns out that the system is already 

protected by the AES algorithm so that the username and password are already in a cipher text 

state. 

 

 
 

Figure 6. AES Algorithm Implementation Code 
 

Figure 6 shows the code used to implement the AES algorithm on the login system. The 

tools used to implement the code in the image are Android Studio. The JavaScrip language is 

used to implement the AES Algorithm and there is an import library used so that AES 

Encryption can be used. 

The testing stage uses the Wireshark and Burpsuite tools to analyze the security on the login 

system. 

 
Figure 7. Login System Before Using AES with Wireshark 

 

Figure 7 shows that when testing the login system before it was secured using the AES 

algorithm, the user's email and password were very easy to see because the data was still in 

plain text or original messages. 

 

 
Figure 8. Login System After Using AES with Wireshark 
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Figure 8 shows the results of the login system test, where the test uses the wireshark tool to 

analyze the network accessed by wifi. The results obtained are that the email and password are 

successfully encrypted and cannot be seen by hackers who want to take user data. 

 

 

 
Figure 9. Testing the Login System Before Using AES with Burpsuite 

 

 
Figure 10. Testing the Login System After Using AES with Burpsuite 

 

Figure 10 is the result of the login system test, where the test uses the burp suite tool to analyze 

the network accessed by wifi. The results obtained are that the email and password are successfully 

encrypted and cannot be seen by hackers who want to take user data. 

4. Conclusions 

Based on the results of the research conducted, it was concluded that the application of the 

AES (Advanced Encryption Standard) algorithm to the login system of an e-commerce website 

is highly recommended to be used to improve user data security. By implementing the AES 

algorithm in the login system, e-commerce websites can secure user data such as Email and 

Password. The AES algorithm works by encrypting data using a key that is only known to the 

server and authorized users. This prevents unauthorized access to sensitive user information. 

The AES algorithm works well so that user data cannot be seen by hackers because the data is 

already in cipher text. There are several things to consider when you want to use the AES 

Algorithm as security on the login system, namely the key used must be confidential and avoid 

key leakage to unauthorized parties. Wireshark and Burp Suite tools can be used in website 

testing to find out whether the website has security or not by analyzing or scanning the website 

to be tested. 
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