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Abstract 

The widespread distribution of digital images on the internet has diminished the 

copyright protection associated with them. In some cases, copyrighted and 

economically valuable digital images should not be modified or distributed without 

permission, as altering the original image can harm its owner. This violation is 

common, but many internet users are unaware of it. The goal of this research is to 

protect intellectual property rights of digital images using visual cryptography 

based on the Hill Cipher algorithm with matrix key flexibility. Hill Cipher is chosen 

for its ability to encrypt data in blocks, making it more secure than classical 

cryptographic algorithms that encrypt data individually. Visual cryptography is 

used to secure digital images through encryption and decryption. Encryption 

scrambles the image, while decryption restores it. The research method involves 

collecting digital image datasets, preprocessing, Hill Cipher encryption, and 

decryption. Key flexibility includes matrix keys of 2x2, 3x3, and 4x4 to enhance 

security. This research has demonstrated the effectiveness of the Hill Cipher 

algorithm in protecting digital images through encryption and decryption processes 

with flexible matrix keys of size 2x2 and 3x3. The results of the experiments, 

including encryption and decryption using both matrix sizes, have been thoroughly 

analyzed with respect to various cryptographic metrics: histogram analysis, energy, 

entropy, and running time. 
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1. Introduction 

The rapid advancement of information and communication technology enables humans to 

communicate and exchange data in a very short period. However, behind this convenience lies a 

major issue related to data security, particularly regarding the protection of digital image 

copyrights that are widely distributed on the internet (Siahaan, 2016). Digital images, which 

consist of two-dimensional pictures generated through sampling processes, are vulnerable to 

misuse and copyright infringement due to the ease of distribution and uncontrolled modification 

(Alfina, 2019). Digital images often contain valuable information related to intellectual property 

rights, which should not be modified or distributed without permission (Freddy et al., 2017). As 

the number of images circulating on the internet increases, protecting copyright becomes 

increasingly difficult, highlighting the need for an effective mechanism to safeguard these 

works. 

The urgency of this research lies in the importance of protecting digital image copyrights to 

ensure that intellectual works remain secure, especially in the face of widespread copyright 
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violations that often go unnoticed by many internet users (Wang et al., 2020). This situation 

demonstrates the need for a stronger approach to protect digital images with economic value and 

copyright. One method that can be employed to secure digital images is visual cryptography, 

which transforms images into unreadable forms without the correct key. This cryptographic 

process involves encryption and decryption, ensuring that only authorized parties can access the 

digital image in its original form (Donni et al., 2018). 

This study proposes the use of the Hill Cipher algorithm for digital image encryption, a 

classical cryptographic method first introduced by Lester S. Hill in 1929 (Ginting, 2020). Hill 

Cipher uses a square matrix as the key to perform matrix multiplication during the encryption 

and decryption processes, enhancing security compared to other cryptographic methods that use 

simple substitution (Agarwal et al., 2010). The main advantage of Hill Cipher lies in its ability 

to encrypt data blocks simultaneously, rather than character by character, which strengthens data 

confidentiality. Previous research by Dwitiyanti & Satria Setiawan, (2021)  has demonstrated 

the effectiveness of using a 2x2 matrix key for digital image encryption; however, there is room 

for improvement, particularly in terms of flexibility and algorithm complexity. Previous 

research by Yang et al., (2012) demonstrated the use of Hill Cipher-based visual cryptography 

for secure image transmission, showcasing how matrix-based encryption methods could 

enhance image security. The study highlighted the potential of Hill Cipher in encrypting pixel 

values of images, but also suggested that its complexity could be improved by considering 

flexible matrix sizes. Similarly, (Ranti et al., 2024) conducted a survey on visual cryptography, 

underlining the importance of cryptographic techniques like Hill Cipher in the protection of 

digital images. Their research also explored how the application of larger matrix keys could 

improve the overall security of the encrypted image. In addition, Mahmoud & Chefranov (2014) 

reviewed various Hill Cipher-based encryption methods, focusing on their ability to secure 

images, especially when combined with visual cryptography for copyright protection. They 

concluded that incorporating flexible matrix key sizes in the encryption algorithm could provide 

a more customizable and robust approach to image protection. These studies, along with others 

such as Firmanto et al., (2021) and (Alfina, 2019), have paved the way for further improvements 

in Hill Cipher-based encryption techniques, specifically highlighting the role of flexible matrix 

key sizes in enhancing security and efficiency. 

This research highlights the flexibility of the matrix key as a new scientific contribution. Hill 

Cipher traditionally uses a 2x2 matrix key, which, although effective, is limited in terms of 

complexity. Therefore, this study introduces the use of a 3x3 matrix key, which can increase the 

complexity and pixel distribution of the image, thereby improving encryption security. This 

flexibility allows users to select a security level that aligns with the sensitivity of the encrypted 

information. For instance, for more sensitive images, the use of a 3x3 matrix would provide a 

more secure encryption. This modification is expected to enhance the security and complexity 

of visual cryptography, making the Hill Cipher algorithm more adaptable to the specific needs 

of users in securing digital images. 

2. Method 

This research follows a structured process aimed at enhancing the security of digital images 

through encryption and decryption techniques. First, the digital image is pre-processed to 

prepare it for encryption, which may involve resizing or normalizing the image. Next, Hill 

Cipher encryption is applied with the flexibility of using either a 2x2 or 3x3 matrix key, 

ensuring that the image is securely transformed into an unreadable format. The encrypted image 

data is then generated. For decryption, the corresponding Hill Cipher decryption process is 

applied, using the appropriate matrix key (2x2 or 3x3), to recover the original image data 

(Azhar, 2017). Finally, the decrypted image is analyzed, focusing on evaluating the image 

quality and cryptographic performance by examining metrics such as histogram, energy, 

entropy, and processing time for both encryption and decryption. These stages collectively 
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ensure the effectiveness and efficiency of the proposed encryption method for protecting digital 

image copyrights. The research process in the form of a flowchart is presented in Figure 1. 

 

 
Figure 1. Flowchart of Research 
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2.1 Image Data Collecting 

The data used in this research consists of digital image files captured by a DSLR camera. 

The images are limited to colored images with three channels (RGB), specifically photos taken 

from the footage of the film "Botoh," obtained directly by one of the crew members. These 

images are chosen as samples of digital images with copyright protection, meaning they cannot 

be used freely. The images are then utilized as subjects for testing the implementation of the 

Hill Cipher algorithm in image encryption using flexible matrix keys, namely 2x2 or 3x3 keys. 

2.2 Pre-Processing 

In the data preprocessing stage, the image used is processed to prepare it for encryption 

algorithm application. The first step is to extract the color components from the digital image. A 

colored image consists of three primary color channels: red, green, and blue, often abbreviated 

as RGB. Each color in the image has a numerical value between 0 and 255, which represents the 

intensity of that color. For example, in each pixel located at a specific coordinate, there is an 

RGB value that represents the intensity of red, green, and blue at that pixel. For instance, in a 

pixel located at coordinate (0,0), there may be an RGB value of (205, 167, 182), meaning the 

red value is 205, green is 167, and blue is 182. 

Next, the following step is to extract data for each pixel in the image. This process involves 

separating the intensity values of the three color channels for each pixel, one by one. For 

example, in a 6x3 pixel image, each pixel at a specific coordinate will have separate RGB 

values. After separating the color components, the data is then used for the next process, which 

is applying the Hill Cipher algorithm to encrypt the image. By dividing the image based on 

different color components, the Hill Cipher algorithm processes each color channel separately. 

2.3 Hill Cipher Encryption  

Hill Cipher is a classical cryptography method that uses matrix algebra to encrypt a message 

(Supiyanto & Mandowen, 2021). The basic principle of Hill Cipher is to use a key matrix to 

perform matrix multiplication on the data to be encrypted. Only the party with the correct key 

can decrypt the data to return it to its original form (Serdano et al., 2019). 

2.3.1 Encryption using 2x2 Key Matrix 

 

     (1) 

    Suppose we have a 2x2 key matrix K. Where a, b, c, and d are values in the key matrix. 

The message to be encrypted (for example, a digital image or text) needs to be converted 

into numerical representation. In the case of an image, this involves converting pixel values 

into numbers. For text, each letter can be translated to a number based on its position in the 

alphabet, such as A=0, B=1, C=2, and so on. For example, suppose the message to be 

encrypted is the pair [p1, p2], which represents two consecutive characters in the message 

(Mfungo et al., 2023). The encryption is performed by multiplying the key matrix K with 

the message vector P, under modulo 256: 

     

        (2) 

Where C is the encrypted message. Mathematically: 
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   (3) 

     

    This results in an encrypted vector C = [c1, c2], which represents the encrypted message. 

2.3.2 Encryption using 3x3 Key Matrix 

If a 3x3 key matrix is used, the process is similar but with more components. Suppose 

we have a 3x3 key matrix K where a, b, c, d, e, f, g, h, and i are values in the key matrix. 

 

         (4) 
     

Similar to the 2x2 case, the message is split into blocks of three elements for 

encryption. For example, the message to be encrypted could be the block [p1, p2, p3], 

representing three consecutive characters. The encryption is performed by multiplying the 

key matrix K with the message vector P and taking the modulo 256: 

     

     (5)     

For each message block P (3x1), the encryption is computed as: 

     

     (6)  

 

The result is an encrypted vector C = [c1, c2, c3], which represents the encrypted message.  

2.4 Hill Cipher Decryption 

Hill Cipher decryption involves reversing the encryption process by using the inverse of the 

encryption key matrix (J. I. Sari et al., 2017). In this research, the decryption process operates 

modulo 256, which ensures that the values remain within the valid range of pixel values (0 to 

255). Below is a step-by-step explanation of how decryption works for both 2x2 and 3x3 

matrices with modulo 256. 

2.4.1 Decryption with 2x2 Matrix Key 

To decrypt the image, we first need the inverse of the key matrix used during encryption 

(Acharya et al., 2010). If the encryption matrix is denoted as K, the decryption matrix is the 

inverse of K, denoted as K-1. For a 2x2 matrix K: 

 

     (7) 

The inverse of matrix K modulo 256 is given by: 
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  (8) 

 

Where det(K) is the determinant of matrix K, calculated as: 

 

     (9) 

 

To ensure that the inverse exists, det(K) must be coprime with 256 (i.e., gcd(det(K), 

256) = 1). Next, we calculate the modular inverse of det(K) modulo 256 using the 

Extended Euclidean Algorithm. If the modular inverse of det(K) exists, we multiply it with 

the matrix of cofactors to obtain the inverse matrix. 

   (10) 

 
Once the inverse key matrix K-1 is computed, we apply it to the encrypted image data 

(ciphertext) blocks. Given a ciphertext block C = [C1 C2], the decrypted image block P = 

[P1 P2] is calculated as: 

    (11) 

2.4.2 Decryption with 3x3 Matrix Key 

For a 3x3 matrix key, the decryption process follows similar steps but involves a larger 

matrix (N. D. Sari & Arius, 2020). Let the encryption matrix be: 

 

 

     (12) 

     

The inverse of a 3x3 matrix K modulo 256 is calculated by: 

 

   (13) 

 

Where det(K) is the determinant of K and adj(K) is the adjugate matrix of K. 

The determinant of matrix K is computed as: 

 

  (14) 

 

The adjugate matrix adj(K) is the transpose of the cofactor matrix. Each cofactor corresponds to 

the determinant of a 2x2 submatrix. Once the determinant is calculated, we check if det(K) is 

coprime with 256. If it is, we compute the modular inverse of det(K) modulo 256. 
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The inverse matrix K^(-1) is then calculated by multiplying det(K)^(-1) with adj(K) modulo 

256: 

 

   (15) 
 

Once we have K^(-1), the decrypted image data is obtained by applying the inverse matrix to 

the ciphertext blocks. Given a ciphertext block C = [C1 C2 C3], the decrypted block P = [P1 P2 

P3] is calculated as: 

 

   (16) 

 

2.5 Image Analysis 

The final step is the analysis of the results by comparing the original digital image (plain 

image) with the encrypted digital image (cipher image). Several aspects are considered by the 

author as testing parameters. These parameters serve as benchmarks to evaluate the 

effectiveness of using the Hill Cipher algorithm as a digital image encryption process. The 

following parameters are used in the evaluation (Kadir & Susanto, 2013): 

2.5.1 Histogram  

The histogram shows the color distribution of a digital image. A histogram that 

produces an even color distribution can be considered as an indicator of a good encryption 

algorithm. The main determining factor is that the histogram of the encrypted image (cipher 

image) must differ significantly from the histogram of the plain image. The RGB values 

range from 0 to 255 for each red, green, and blue color channel. 

2.5.2 Energy (uniformity) 

Energy (uniformity) indicates the relationship between two variables. With the two 

variables being the plain image and cipher image, the algorithm is considered good if it 

produces energy (uniformity) close to zero. The energy descriptor is a measure of the pixel 

intensity distribution over the grayscale range. Its definition is given by the following 

equation: 

 

     (17) 

 

2.5.3 Entropi Entropy (image complexity) 

Entropi Entropy (image complexity) and energy tend to be inversely related. Entropy 

measures the uncertainty of information. The higher the entropy value (image complexity), 

the more uncertain the information. In the context of a cipher image, the higher the entropy 

(image complexity), the better the encryption algorithm. Entropy provides a measure of the 

complexity of a digital image and is calculated using the following equation: 

 

    (18) 

 

2.5.4 Process Time 

The process time is used to calculate and analyze the encryption and decryption times 

when using the Hill Cipher algorithm with 2x2 and 3x3 matrix keys. The time unit used for 
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measuring the encryption and decryption process is milliseconds, and the file types used for 

input data (plain image) are .jpg and .png formats. 

 

3. Results And Discussion 

3.1 Hill Cipher-Based Visual Cryptography 

In this research, the Hill Cipher algorithm was successfully applied to encrypt and 

decrypt digital images using flexible matrix keys of sizes 2x2 and 3x3. The encryption and 

decryption processes were implemented through the development of a desktop application 

created using Java programming with the NetBeans 8.2 IDE. The application was designed 

to handle digital images, applying the Hill Cipher algorithm to protect images, particularly 

for copyright protection. The encryption process begins with preprocessing the digital 

image, where the image is separated into three color channels: Red, Green, and Blue (RGB). 

Each of these color channels is represented as a matrix, with each matrix entry 

corresponding to the pixel intensity values of that color. Once the image is divided into its 

color channels, the Hill Cipher algorithm is applied by multiplying these matrices with the 

encryption key (either a 2x2 or 3x3 matrix). This results in an encrypted version of the 

image, known as the cipher image, with pixel values transformed using modular arithmetic 

(modulo 256) to ensure that they remain within the acceptable range for RGB values (0–

255). For the decryption process, the inverse of the encryption matrix is calculated. The 

cipher image is then multiplied by this inverse matrix using the same modular arithmetic 

approach, effectively recovering the original image (the plain image). The use of flexible 

matrix keys (2x2 and 3x3) provides varying levels of encryption strength, with the 3x3 

matrix offering higher security due to its increased complexity. The Java-based desktop 

application allows users to easily perform these encryption and decryption operations, 

demonstrating the practicality and effectiveness of the Hill Cipher algorithm in protecting 

images, such as those with copyright, from unauthorized access. 

 

  
Figure 2. Hill Cipher Encryption and Decryption with 2x2 Matrix Key 
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Figure 3. Hill Cipher Encryption and Decryption with 2x2 Matrix Key 

 

Figure 2 illustrates the process of Hill Cipher encryption and decryption using a 2x2 

matrix key, while Figure 3 presents the same process but with a 3x3 matrix key. These 

figures visually represent the stages of both encryption and decryption, highlighting the 

differences in the matrix sizes used for each key. In Figure 2, the image is encrypted by 

applying a 2x2 matrix key to the image's RGB components, resulting in the transformed 

cipher image. This matrix key is applied through matrix multiplication, where each pixel’s 

RGB values are manipulated according to the values in the 2x2 matrix. For decryption, the 

inverse of the 2x2 matrix is used to recover the original image. In Figure 3, a more 

complex 3x3 matrix key is employed for encryption and decryption, providing a higher 

level of security due to its larger size and more complex calculations. The encryption and 

decryption processes are similar to those in Figure 2, but with the additional complexity 

introduced by the larger matrix. Using a 3x3 matrix enhances the algorithm's robustness 

against potential attacks, making it more suitable for applications requiring a higher level 

of security. These figures demonstrate how matrix size affects the encryption strength and 

computational complexity, as well as the practical application of Hill Cipher for digital 

image protection using flexible matrix keys. 

3.2 Histogram Analysis 

 
Figure 4. Histogram analysis for plain image RGB 
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The histogram shown in Figure 4 represents the plain image RGB histogram, where the 

frequency displayed indicates the relative intensity of each color channel in the image. The 

histogram for the red, green, and blue color channels all exhibit similar peak values, 

suggesting that the intensity distribution for each color is fairly uniform across the image. 

This implies that the plain image has a balanced and well-distributed intensity of colors, 

with no single color channel dominating the others. The peaks in the histogram correspond 

to the most common intensity values within each color channel. In this case, the uniformity 

of the peaks across the three channels indicates that the image's color composition is evenly 

distributed, with a moderate range of pixel intensities from 0 to 255 in each of the RGB 

components. This type of histogram is typical for a well-exposed and balanced image, 

where no particular color is overly saturated or lacking. This analysis is important in the 

context of image encryption because it serves as a baseline to compare with the encrypted 

cipher image histogram to evaluate how well the encryption process has scrambled the 

image's original color distribution. 

 

 
Figure 5. Histogram analysis for cipher image RGB 2x2 using 2x2 matrix key 

Figure 5 presents the histogram of the cipher image RGB with a 2x2 matrix key. In this 

histogram, the frequency of color intensities is distributed evenly across the three color 

panels—red, green, and blue. The average intensity frequency, or the number of pixels, 

appears relatively lower when compared to the original plain image histogram. This even 

distribution suggests that the encryption process, using the Hill Cipher with a 2x2 matrix 

key, has successfully obscured the digital image by effectively scattering the pixel 

intensities across a broader range. The lower intensity frequencies in the histogram indicate 

that the encryption has significantly altered the original pixel values, making it difficult to 

deduce the original image. This is a key characteristic of a good encryption algorithm, as it 

ensures that the visual characteristics of the image, including its color distribution, are 

thoroughly scrambled. As a result, the encrypted cipher image is far less recognizable 

compared to the plain image, effectively protecting the image's content and confidentiality. 
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Figure 6. Histogram analysis for cipher image RGB 2x2 using 3x3 matrix key 

Figure 6 shows the histogram of the cipher image RGB with a 3x3 matrix key. In this 

histogram, the distribution of color intensities is evenly spread across the red, green, and 

blue color channels. The average intensity frequency, or the number of pixels, is relatively 

lower in the cipher image with a 3x3 matrix key compared to the histogram of the cipher 

image with a 2x2 matrix key. This lower intensity frequency suggests that the encryption 

using the Hill Cipher with a 3x3 matrix key has further scrambled the pixel values more 

effectively than the 2x2 matrix, resulting in a more secure and less recognizable encrypted 

image. The even spread of pixel intensities across all color channels indicates that the 

encryption has thoroughly obscured the original image, making it harder to reverse-

engineer and providing a stronger level of confidentiality and protection. 

The analysis of the histograms for the 2x2 and 3x3 matrix key Hill Cipher encryption 

reveals important differences in the distribution of color intensities in the encrypted 

images. For the 2x2 matrix key, the histogram shows a more concentrated distribution of 

pixel intensities in each of the three color channels (red, green, and blue). Although the 

intensities are spread out, they are not as uniformly distributed, and there is a more 

noticeable peak in the histogram for each color channel. This suggests that while the 

encryption obscures the image, the frequency of certain intensity values is still relatively 

higher, making it easier to deduce patterns or hints of the original image. In other words, 

the encrypted image, while encrypted, may still retain some identifiable patterns or 

redundancies due to the relatively lower complexity of the 2x2 key matrix encryption. On 

the other hand, for the 3x3 matrix key, the histogram shows a much more even spread of 

pixel intensities across all three color channels. The frequency of pixel intensities is 

significantly lower compared to the 2x2 matrix encryption. This even distribution of pixel 

intensities indicates that the encryption is more effective at randomizing the image, making 

it harder to identify any pattern or correlation with the original image. The higher 

complexity of the 3x3 matrix key results in a more thorough scrambling of the pixel values, 

thereby providing a higher level of security and making it more difficult to reverse-

engineer the encrypted image.  

Statistically, the Hill Cipher encryption with a 3x3 matrix key is superior to the 2x2 

matrix key due to the increased randomness and better distribution of pixel intensities. The 

more uniform histogram for the 3x3 cipher image demonstrates a greater level of image 

obfuscation, which makes the encryption process more robust and secure. This indicates 
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that the 3x3 matrix key provides a better safeguard for image data, making it more effective 

for use in protecting copyright or ensuring confidentiality in digital images. 

 
3.3 Analysis of Energy 

Table 1. Result of Energy 

Images Result of Energy 

Plain image 0.4455 

0.4454 

0.4454 

Cipher image using 2x2 matrix 

key 

0.4467 

0.4470 

0.4469 

Cipher image using 3x3 matrix 

key 

0.4471 

0.4472 

0.4472 

 

The energy analysis of the plain image and the encrypted images with 2x2 and 3x3 

matrix keys reveals important insights into the effectiveness of the Hill Cipher encryption 

in terms of pixel intensity distribution. The plain image (original RGB image) shows 

moderate energy values across the three color channels, indicating a relatively uniform 

distribution of pixel intensities. This suggests that the original image has less complexity 

and its pixel values are relatively predictable. When the Hill Cipher encryption is applied 

with a 2x2 matrix key, the energy values for the cipher image slightly increase across all 

three color channels. This increase indicates that the encryption has successfully disrupted 

the regularity of the original image, introducing more variation and making the pixel 

intensities less predictable. This is an expected outcome for an effective encryption 

algorithm, as it should make the image harder to analyze or recognize. The energy values 

for the cipher image with the 3x3 matrix key show a further increase, suggesting that the 

3x3 matrix key has a slightly stronger encryption effect than the 2x2 matrix key. This 

further increase in energy indicates a higher level of randomness and complexity in the 

pixel distribution, which makes the encrypted image even more secure and less susceptible 

to pattern recognition. Overall, the energy analysis demonstrates that both the 2x2 and 3x3 

matrix keys effectively encrypt the image, with the 3x3 key providing a marginal 

improvement in terms of energy, reflecting slightly stronger encryption. The overall trend 

confirms that the Hill Cipher successfully obscures the original image data, with the 3x3 

matrix key offering a slightly more secure form of encryption. 

 

3.4 Analysis of Entropy 

Table 2. Result of Entropy 

Images Result of Entropy 

Plain image 2.2955 

2.2862 

2.3190 

Cipher image using 2x2 matrix 

key 

2.4533 

2.4636 

2.4610 

Cipher image using 3x3 matrix 

key 

2.4700 

2.4707 

2.4698 
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The entropy analysis measures the complexity and unpredictability of an image, where 

higher entropy values indicate greater randomness and complexity. The results for the 

original image (plain image) and the cipher images with 2x2 and 3x3 matrix keys show 

how the Hill Cipher encryption impacts the information content and unpredictability of the 

image. Original Image (Plain Image): The entropy values for the original image range from 

2.2862 to 2.3190 across the three RGB channels. These values reflect the level of 

uncertainty or randomness in the original image. Since entropy measures the 

unpredictability of pixel values, the relatively lower entropy values suggest that the original 

image has more predictable patterns, meaning it is easier to recognize or analyze. Images 

with lower entropy generally have more uniform or repetitive pixel structures. 

After applying the Hill Cipher encryption with a 2x2 matrix key, the entropy values 

increase to 2.4533, 2.4636, and 2.4610 across the three color channels. This increase in 

entropy indicates that the encryption has successfully introduced more complexity and 

randomness into the image. The higher entropy values imply that the encrypted image is 

more unpredictable and has less structure or regularity than the plain image, making it 

more resistant to analysis or pattern recognition. The result demonstrates that the Hill 

Cipher encryption with a 2x2 matrix key effectively increases the image's unpredictability. 

The entropy values for the cipher image encrypted with a 3x3 matrix key show an even 

greater increase, with values of 2.4700, 2.4707, and 2.4698. This suggests that the 3x3 

matrix key produces an even more complex and unpredictable image compared to the 2x2 

matrix key. The further increase in entropy reinforces the idea that the 3x3 key enhances 

the encryption, making the resulting cipher image harder to decipher and more resistant to 

attacks or analysis. 

The entropy results clearly demonstrate the effectiveness of Hill Cipher encryption in 

enhancing the complexity of an image. Both the 2x2 and 3x3 matrix keys significantly 

increase the entropy values, making the encrypted images less predictable and more secure. 

However, the 3x3 matrix key provides slightly higher entropy, suggesting it offers a 

marginally better encryption in terms of increasing randomness and complexity. Higher 

entropy values in the cipher images indicate stronger encryption, and this trend further 

validates the use of Hill Cipher with matrix keys in digital image encryption. 

 

3.5 Process Time 

 
Figure 7. Process time using 2x2 matrix key 

 
Figure 8. Process time using 2x2 matrix key 

Based on Figure 7 the encryption and decryption process for the 2x2 matrix key takes 

45 milliseconds. This relatively quick processing time suggests that the Hill Cipher with a 
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2x2 key is computationally less demanding compared to the 3x3 matrix key. This lower 

processing time is expected because the 2x2 matrix involves fewer calculations, making it 

faster for encryption and decryption processes. However, this speed comes at the cost of 

lower security, as a 2x2 matrix is less complex and may be more vulnerable to 

cryptographic attacks. On the other hand, Figure 8 shows the encryption and decryption 

process for the 3x3 matrix key takes 59 milliseconds. The increase in running time is due to 

the higher computational complexity of the 3x3 matrix. A 3x3 matrix requires more 

operations (multiplications and matrix inversions) than a 2x2 matrix, which naturally 

results in a longer processing time. However, this increased processing time is justified by 

the enhanced security of the 3x3 key. With a larger matrix size, the Hill Cipher provides 

more robust encryption, making it harder to break or analyze. 

4. Conclusions 

This research has demonstrated the effectiveness of the Hill Cipher algorithm in protecting 

digital images through encryption and decryption processes with flexible matrix keys of size 

2x2 and 3x3. The results of the experiments, including encryption and decryption using both 

matrix sizes, have been thoroughly analyzed with respect to various cryptographic metrics: 

histogram analysis, energy, entropy, and running time. Firstly, the histogram analysis revealed 

significant differences between the plain image and the cipher image. For both matrix sizes, the 

histogram of the encrypted image showed a uniform distribution of pixel intensities across the 

red, green, and blue channels, indicating effective image encryption. However, the 3x3 matrix 

encryption exhibited a more uniform spread compared to the 2x2 matrix, suggesting that it 

provides stronger protection by further disguising the original image's characteristics. Secondly, 

the energy analysis showed that both the 2x2 and 3x3 matrix encryptions led to similar energy 

values for the encrypted images, slightly differing from the plain image. This result indicates 

that the Hill Cipher algorithm effectively disturbs the image's intensity distribution, making the 

encrypted image appear more uniform. The 3x3 matrix, though slightly higher in energy, still 

displayed similar properties, reinforcing its reliability for cryptographic purposes. Moreover, the 

entropy analysis demonstrated a significant increase in complexity after encryption, with the 

3x3 matrix producing higher entropy values than the 2x2 matrix. This higher entropy suggests 

that the 3x3 matrix encryption adds more uncertainty and unpredictability to the encrypted 

image, which is a desirable trait for secure cryptography, ensuring the image is more resistant to 

attacks. Finally, the running time analysis highlighted the trade-off between encryption strength 

and processing efficiency. The 2x2 matrix demonstrated faster processing times (45 

milliseconds), while the 3x3 matrix took slightly longer (59 milliseconds). Despite the longer 

processing time, the 3x3 matrix provided stronger encryption, making it more suitable for 

applications requiring higher levels of security. In conclusion, the findings indicate that Hill 

Cipher-based visual cryptography, using flexible matrix keys of 2x2 and 3x3, is a viable 

approach for protecting copyrighted images. While the 2x2 matrix offers faster encryption and 

decryption, the 3x3 matrix provides enhanced security with marginally increased computational 

cost. This study contributes to the development of practical encryption systems for image 

protection, balancing security and performance to safeguard digital content effectively. 
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