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Abstract

This study aims to identify and understand the technical characteristics of the
malware output.exe, obtained from the MalwareBazaar repository, through a hybrid
reverse engineering approach. This method combines static and dynamic analyses
to provide a comprehensive understanding of the malware’s internal structure,
execution behavior, and evasion techniques. Static analysis revealed the invocation
of system functions such as CreateProcessW and RegSetValueExA, as well as the
use of syscall to execute PowerShell commands directly, indicating the
implementation of the LOLBAS (Living off the Land Binaries and Scripts) technique.
Dynamic analysis using CAPE Sandbox confirmed the malware’s actual behavior,
including process injection into legitimate processes such as svchost.exe, launching
powershell.exe for data compression, and establishing network communication via
Discord Webhook for data exfiltration. Integration of both analyses shows that
output.exe functions as an information stealer with fileless execution and advanced
persistence mechanisms. These findings demonstrate that the hybrid analysis
approach is effective in identifying modern malware that leverages legitimate
system components to evade traditional signature-based detection methods.

Keywords : malware analysis, hybrid reverse engineering, LOLBAS, PowerShell,
fileless execution

1. Introduction

Techological advancement have contributed significantly to society. However, they have
also introduced various negative impacts(Fransisca & Ningsih, 2023; Nur Widiyasono et al.,
2024). One of these impacts is the increasing prevalence of cybercrime, including the
widespread distribution of malicious software (malware) (Li & Liu, 2021). Malware refers to
harmfull software designed to exploit vulnerabilities in operating systems, application, websites,
or network. It is considered a major threat in cybersecurity due to its ability to damage sytems or
steal sensitive information(Aboaoja et al., 2022; Hidayat et al., 2025; Rosmiati et al., 2025).
Malware is frequently used for information theft, primarily because of its capability to operate
stealthily and evade direct detection by users(Aditya et al., 2024).

The evolution of malware has become increasingly rapid, with more sophisticated attack
techniques emerging. One of the recent trends is the use of Living off the Land Binaries and
Scripts (LOLBAS), a technique that exploits legitimate system tools to execute malicious
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activities without requiring additional file downloads (lavich et al., 2025). This approach makes
malware significantly harder to detect, as its behavior closely resembles normal system
processes.

Previous studies have explored malware analysis using static and dynamic approaches. Static
analysis examines malware code without execution(Rosmiati et al., 2025; Widiyasono, 2025),
while dynamic analysis observes malware behavior in a controlled environment
(sandbox)(Damodaran et al., 2022). Each method has its own strengths and limitations, and
when used independently, they often fail to provide a complete understanding.

Recent research suggests that hybrid analysis, which combines both static and dynamic
approaches, offers a more comprehensive understanding of malware behavior and attack
patterns (Gibert et al.,, 2022; Xu et al., 2022). However, studies focusing specifically on
information-stealing malware that utilizes LOLBAS techniques remain limited. Therefore,
further research is required to address this gap.

This study contributes to the existing body of knowledge by providing a focused
investigation of LOLBAS-based malware, with particular emphasis on PowerShell abuse for
fileless execution and data exfiltration. Unlike prior studies that primarily address general
hybrid analysis framework, this work highlights the practical integration of static and dynamic
analysis in uncovering real world infostealer behaviour that leverages legitimate system
components for evasion.

2. Method

This study employs a hybrid analysis approach that integrates static and dynamic analysis to
achieve a more comprehensive understanding of the technical characteristics of the malware.
The research workflow is illustrated in Figure 1, which consists of three main phases:
preliminary study, malware analysis, and reverse engineering.
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Figure 1. Research Stages

This phase begins with problem identification and a literature review. Problem identification
is conducted to determine the key challenges in modern malware analysis, particularly those
related to obfuscation and evasion techniques. The literature review examines previous studies
focusing on malware analysis methods, both static and dynamic, in order to formulate the
requirements for a relevant hybrid analysis system.

2.1 Malware Analysis

This stage represents the core of the study. In this phase, two types of analysis are
conducted:
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1. Static Analysis
Static analysis is performed without executing the malware file(Adnyana, 2024; Jusoh
et al., 2021; Rosmiati et al., 2025; Shaukat et al., 2023). This process includes
collecting samples from the repository, identifying file structure using Detect It Easy
and PE Studio, and decompiling the code using dnSpy and Ghidra to detect indications
of packing, encryption, or code reflection.

2. Dynamic Analysis
Dynamic analysis is conducted by executing the malware (Damodaran et al., 2022)
using CAPE Sandbox and observing runtime activities such as network
communication, file creation, registry modifications, and persistence behavior.
The results of both analyses are then integrated to provide a comprehensive understanding of the
malware’s structure and behavior.

2.2 Reverse Engineering

The final stage of the study is reverse engineering, in which the integrated results from static
and dynamic analyses are used to reconstruct the malware’s operational mechanism(Hazri,
2020; Muhammad Taseer Suleman, 2024). This process includes interpreting execution logs,
analyzing code flow, and mapping the evasion techniques and data exfiltration methods
employed by the malware

2.3 Research Data

The object of this study is a single malware sample used for technical analysis. The sample
was obtained from the open repository MalwareBazaar, a platform that provides malware
datasets for cybersecurity research and testing purposes. The malware analyzed is named
output.exe, with the SHA-256 identification code:
dc87dc8a4c8e5a3e841920e27ec046146b799facd885312dca767cf06191499¢1.

SHA256 hash: (@ deB7dcBadcBeSalesd1920e2Tecl46146b799acdBB5 3f2dca 6 7 cf06fI1499¢
SHA3-384 hash: [ 237711d5¢1626¢5dd3e1ac0d 1e9c3de743d2173332a6261393ad6e270254297abed 330c9b0bebfcd 1 efab953128d12a0
5HAT hash: D c94742¢c381520b47e0270faB191684cc3 300307

MD5 hash: @ ced92b36calo5 745187 Ti3135ac557F

humanhash: [0 papa-princess-jupiter-blue

File name: output.exe

Download: ® download sample

File size: 1786'880 bytes

First seen: 2025-09-08 12:20:29 UTC

Last seen: Never

File type: exe

MIME type: application/x-dosexec

imphash @ (D 1d8915¢35541512929a8d501df563d33 (1 x GenesisStealer,

ssdeep @ @ 49152:g//ecSmVISR] KaADnT/QJUW:gl/b3tjaVDzOJU

TISH® (D T1A3851226ETAS14F DE16FCO78CD1 24006E872BC4A43 ADEEDF 27 ACAEGE5F23AE04D3DTS

Figure 2. Malware Identification

This sample was randomly selected from a collection of malware categorized as an
infostealer to ensure diversity in the techniques analyzed, particularly in the context of hybrid
reverse engineering exploration. The malware file was downloaded with appropriate
permissions for research purposes and subsequently stored and analyzed in an isolated
laboratory environment. Prior to the analysis process, the file’s authenticity was verified using
its hash value to ensure data integrity and to avoid duplication with other samples.
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3. Results and Discussion

3.1 Static Analysis

Static analysis was conducted on the output.exe malware sample to identify its initial
characteristics and internal structure without directly executing the program. Based on the
identification results using Detect It Easy (DIE) and PE Studio, the file exhibits a high
entropy level, indicating the presence of packing techniques that obscure the original code

structure.
Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) = [m] X
File name
= everse Enginering\sampel\dc87dc8a4c8e5a2e841920e27ec046146b799facd8853f2dca7b7cf06f91499f exe
File type File size Adverel
PEG4 = 1.70 MiB
Scan Endianness Mode Architecture Type
Automatic v LE 64-bit AMD64 GUI
~ PE64
Operation system: Windows(Vista)[AMD&4, 64-bit, GUI] S ?
Linker: Microsoft Linker(14.36.35215) S ?
Compiler. Microsoft Visual C/C++(19.36.35215)[C++] S ?
| lenguagerCer [l
Tool: Visual Studio(2022, v17.6) S ?
(Heur)Packer: Compressed or packed data[High entropy + Section 5 (".rsrc") compre... S ?
=8 Shortcuts
1} Options
Signatures | Flags - | | Database - 0 About
Scan 5
Directory Log > || 293 msec X Exit

Figure 3. File Structure Based on Detect It Easy Analysis

In addition, metadata analysis indicates that the file was compiled using the C++
programming language, with several imported functions associated with system-level
activities, such as CreateProcessW, GetAsyncKeyState, and RegSetValueExA. These
functions suggest potential behaviors including input monitoring, registry modification,
and the execution of new processes, which are commonly observed in information-stealing

malware.
;; dos-header > unknown  wait...
‘;Ii size o) (Bd brytes)
’- idos-header (; 64 bytes) dos-header > location  CuD0000000 - OnD00D00S0
s-header (size > 64 bytes) o

B dos-stub (size > 208 bytes) :::mp’ ;i“s

rich-header (tocking > Visual Studio) e > ratio . #

eve-header > offset 00000110 (e _Hanew)

file-header (executable > 64-bit)
optional-header |':u‘_'s_1--=trm = GLIY

® derectones (count > 7)

*23 hibraries (name > KERMEL32.4I)

]
.
{k debug (debug > PGO)
=

i

|

Figure 4. File Structure Based on PE Studio Analysis

The decompilation results using Ghidra reveal that output.exe contains several
functional blocks related to process creation and memory manipulation. One significant
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3.2

finding is the use of system calls (syscalls) to directly execute PowerShell instructions
without relying on the conventional command prompt. This technique indicates the
implementation of the LOLBAS approach, in which malware leverages built-in operating
system components to perform malicious activities, making its behavior difficult to detect
by traditional security software.

225 }

226 FUN_14003ab80 ( (undefined (*) [32]) (*pauVar8 + 0x18),pauVar8,lVaré + 1);

227 FUN_14003ab80 (pauVarf, (undefined (*) [32])"Terminating browser PID=", (ulonglong)pauVarll);

228 FUN_14003ab80( (undefined (*) [22]) (*pauVarll + (longlong)*pauvars),

229 (undefined (*) [32]) (pauvarll [0xa001l£70] + 0x18),0x18 - (longlong)pauVarll);

230 pauVarf = (undefined (*) [32])local_1328;

231 }

232 _loc *{undefined (*)

233 _loc 18 *{undefined (¥*)

234 * {undefined§

235 * {undefined§

236 (*pauvVard) [0] = 0;

237 uvarle = 0Oxl4;

238 pauvard = FUN_14000d%a0((undefined (*) [32])local_ 158, (undefined (*) [32])" via direct syscall
n

Figure 5. Code Snippet from Ghidra Decompilation Showing PowerShell Invocation via
Syscall

In addition, encrypted strings were identified that reference several PowerShell
command-line arguments, indicating that the malware embeds Base64-encoded instructions
within the main file. These instructions are subsequently decoded and executed directly in
memory, supporting the hypothesis that output.exe implements fileless execution to evade
file signature-based detection.

This sequence of activities suggests that the malware has a well-defined objective,
namely to collect sensitive data from browsers, package it, and transmit it to an external
attacker. The techniques employed, including target enumeration, process termination via
syscalls, the use of PowerShell for data compression and exfiltration, and inter-process
communication (IPC), provide strong evidence that this sample is a high-risk variant of
information-stealing malware.

Dynamic Analysis

Dynamic analysis was conducted to observe the actual behavior of the malware during
execution. The malware was executed in an isolated environment using CAPE Sandbox,
with monitoring focused on process activity, system modifications, and network
communication.

Process Tree

+ outputexe 2112
o msedge.exe 2258

» powershell.exe 644 powsrshelaxe -NoProfile -Neninteractive -ExecutionPolcy Bypass -Command "$EmerActionPreferance='Stop, Comprass-Archive -Path %LocalAppData’\Temploutpufi” -DestinationPath
SéLocalAppData %)\ Tampio .. runcated)
+ svchost.axe 816 -k Deomlaunch p

Figure 6. Process Tree from CAPE Sandbox Dynamic Analysis Showing Injection into
svchost.exe

The observation results indicate that after execution, output.exe performs process
injection into a legitimate system process, namely svchost.exe, in order to conceal its
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malicious activities within a commonly used Windows process. This technique enables the
malware to continue operating without raising suspicion from users or security systems.

Moreover, network communication activity was detected targeting a Discord webhook
endpoint. Data transmitted over the HTTPS protocol includes browser credentials, cookies,
and autofill data collected from browser storage directories such as Chrome and Edge. This
activity further reinforces the identification of output.exe as a malware variant primarily
functioning as an information stealer.

The behavioral report generated by CAPE Sandbox also shows that the malware creates
multiple registry entries to maintain persistence after a system restart. As a result, even if
the user terminates the active session, the malware can automatically execute again when
the system is rebooted.

3.3 Hybrid Analysis Integration

The integration of static and dynamic analysis results provides a comprehensive
understanding of the behavior of output.exe. Static analysis successfully reveals the
internal structure and indications of PowerShell invocation, while dynamic analysis
confirms the actual activities associated with these techniques during execution. The
combination of these two approaches forms an effective hybrid analysis model, as it
enables a comparison between the potential functionality inferred from the code and the
actual behavior observed at runtime.

From this integration, it can be concluded that the malware implements three primary
components: (1) process injection for concealment, (2) PowerShell-based LOLBAS
techniques to execute malicious instructions without external files, and (3) HTTPS-based
exfiltration to transmit stolen data to a command-and-control server. This hybrid approach
enables more accurate detection of malware that employs fileless execution and LOLBAS,
based evasion techniques.

3.4 Comparative Analysis of Static, Dynamic, and Hybrid Approaches

The effectiviness of each analysis approach can be assessed based on the type and
depth of information obtained. Static analysis identifies structural indicators such as
imported functions, encoded strings, and potential PowerShell usage; however, it is limited
in confirming actual runtime behavior.

Dynamic analysis reveals execution patterns such as process injection, network
communications, and persistence mechanism, but provides limited insights into the internal
logic of the malware.

The hybrid approach integrates the strengths of both methods, enabling correlation
between code-level indicators and observed runtime behavior. This integration imptoves
the accuracy of malware characterization, particularly for detecting fileless and LOLBAS-
based malware.

3.5 Limitations of the Study

This study has several limitations. First, the analysis is based on a single malware
sample, which may not fully represent the diversity of LOLBAS-based threats. Second, the
evaluation is primaly qualitative, focusing on behavioral interpretation rather than
quantitative performance metrics.
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Future work may address these limitations by analyzing multiple malware samples
and incorporating quantitative evaluation methods to further validate the effectiveness of
the hybrid analysis approach.

The findings of this study confirm that LOLBAS techniques and fileless execution introduce
new challenges in cybersecurity, as most traditional antivirus detection mechanisms rely heavily
on static file analysis. Detecting such activities requires a behavior-based approach, including
behavioral analysis and correlation of system activity logs.

The hybrid approach employed in this study has proven effective in revealing the interaction
between malicious code and operating system components. Practically, these findings can serve
as a reference for developing advanced threat detection systems, particularly those based on
PowerShell behavioral analysis and system call pattern monitoring.

4. Conclusions

This study demonstrates that the output.exe malware sample leverages the LOLBAS (Living
off the Land Binaries and Scripts) technique through PowerShell to execute malicious
commands without relying on external files. The integration of static and dynamic analyses
confirms that the hybrid approach provides a comprehensive understanding of modern malware
behavior, particularly those employing fileless execution and process injection techniques.

Furthermore, the comparative analysis highlights the advantages of the hybrid approach in
correlating structural and behavioral indicators, thereby improving the accuracy of malware
detection and characterization.

Despite its limitations, this study offers valuable practical insights into LOLBAS-based
malware and contributes to the development of more adaptive and behavior-based detection
strategies, especially those focusing on PowerShell activity monitoring and system event

logging.
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